Software Testing and
IEC 61508

Computer systems are an integral
component of modern motorway
management. Since some of these
have distinct safety implications it is
not surprising that appropriate levels
of software testing need to be ob-
served in the production of these
systems.

Case Study:
UK Highways Agency

This case study describes the use of Cantata++ on one of IPL's own pro-
jects, to produce a system to the safety standards mandated by IEC 61508.
This standard has very wide scope and covers the development of all sys-
tems for safety roles, and in particular the development of software for pro-
grammable devices used in such roles. This case study looks at how one
specific highway (road transport) system development used Cantata++ for
software testing in its fulfilment of IEC 61508.

HIGHWAY SYSTEMS AND THE NASS PROJECT

The client, the Highways Agency (HA), has responsibility for managing,
maintaining and improving the motorway and trunk road network in Eng-
land. To help with the task of avoiding congestion several computer sys-
tems are already in place. The current system used to control roadside
equipment and monitor road conditions is called NMCS2 (National Motor-
way Communication System 2). An ATM (Active Traffic Management) pilot
project is currently being run by the HA on one section of the motorway
network. The aim of ATM is to make best use of existing road space to in-
crease capacity and ease congestion by controlling traffic according to ac-
tual and predicted road conditions.

In 2002 the HA went out to tender for the development of a new subsystem
called the Network ATM Supervisory Subsystem (NASS), to form an addi-
tional element within the existing NMCS2 and future ATM systems. NASS
takes real-time actual traffic flow data, combines this with historical traffic
flow data, and then predicts future flows. If congestion is predicted, NASS
will evaluate a number of predefined traffic control plans to avoid or mini-
mise the predicted congestion, selecting the optimal plan. NASS will then
issue requests for the settings of roadside signals and message signs to
implement predefined traffic control plans.

The NASS contract was awarded to IPL in late 2002. NASS is currently
(August 2004) approximately half-way to ultimate completion, having suc-
cessfully progressed through a “proof of concept” (PoC) phase. The next
release of the software will interface to a simulated NMCS2 system, and by
early 2006 it is anticipated that NASS will be ready to go live.

SYSTEM SAFETY AND IEC 61508

The use of IEC 61508 was decided on by the HA as a result of considera-
tion of the hazards involved. At the start of the NASS project, IPL engineers
assessed that the safety level appropriate for the project was SIL 1. This
relatively low grading reflects the fact that NASS does not directly control
any hazardous equipment, but is involved in issuing requests for traffic sign
and signal settings — which can have safety consequences when acted
upon.



NASS SOFTWARE DESIGN

IPL started work in early 2003. Having agreed the system requirements in
detail for the PoC phase, software design followed a method based on use of
UML. This led to the identification of 19 software components (6 executables
and 13 libraries) to make up the active NASS elements. Detailed design pro-
ceeded to specify the software packages and modules (classes). The
classes, totalling 94 in number, were then implemented in C++.

CHOICE OF CANTATA++

For testing, not unnaturally, the IPL engineers chose to use Cantata++. This
was partly because they were all familiar with it, and also because it gave all
the functionality needed to test to the IEC 61508 SIL 1 standard. The basic
requirement is to test every class in isolation and to demonstrate code cov-
erage to the levels of 100% entry-point, statement and condition. Since every
class had a number of external interfaces, not all of which could be stubbed,
the Cantata++ ‘wrapping’ facility was vital in allowing such isolation testing to
be completed as planned.

TESTING RESULTS

In addition to testing all classes as unit tests, the IPL team performed pack-
age and integration tests of most NASS components with Cantata++. Since
100% coverage had already been achieved during unit testing, integration
testing could be allowed to live up to its name — namely testing the integra-
tion of the software units. The team, with agreement of the HA, determined
that 100% entry-point coverage was suitable to demonstrate the complete-
ness of the integration tests. This in fact is exactly in-line with the 61508 re-
quirement to demonstrate that, “all software modules... interact correctly to
perform their intended function...”

Following component testing the team carried out System Integration testing
prior to the final level of testing, Factory Acceptance Tests (FAT). It was
noteworthy that the system integration tests ran smoothly and only revealed a
few design anomalies. These anomalies were fixed before FAT, which was
run in December 2003 and finished in the 5 days which had been set aside in
the original project plan.

NASS PROGRESS SO FAR

The NASS project has completed the PoC phase, with the production of
about 20 KLoC of well-tested C++ code. The second “demonstrator” phase is
well advanced and will lead to a doubling in the volume of code. However,
success in such a project does not just mean the creation of a given amount
of software. Rather, it means the production of code which is well-tested, to
an agreed and suitable safe standard. So far all the evidence points to Can-
tata++ fulfilling its role perfectly.

Readers interested in finding out more on how IPL tools can help sat-
isfy IEC 61508 at all SL levels, are referred to the paper at
http: //www.iplbath.com/pdf/p0811.pdf.
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